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Privacy Policy Principles 1 

1. Purpose  
The purpose of the Privacy Policy Principles (Policy Principles) is to outline how the School Curriculum 
and Standards Authority (the Authority) collects, manages, uses, and shares personal informa�on in 
accordance with relevant privacy legisla�on to fulfil its statutory func�ons.  

The Policy Principles outline the stages of the information privacy lifecycle as follows:  
• collec�on  
• use and disclosure  
• storage and protec�on  
• access and correc�on  
• incidents and informa�on breaches  
• communica�on and awareness.  

These Policy Principles are to be read in conjunc�on with the Authority’s Privacy Policy (the Policy) 
and other relevant privacy laws and authori�es outlined in Sec�on 7 of the Policy.  

2. Collection  
This sec�on outlines how and why the Authority, designated by the Privacy and Responsible 
Information Sharing Act 2024 (PRIS Act) as an Informa�on Privacy Principle (IPP) en�ty, collects 
personal informa�on.  

Note: the PRIS Act outlines eleven (11) Informa�on Privacy Principles (IPPs) that will be referred to in 
relevant sec�ons of this document.  

2.1 Why we collect personal information 
Relevant privacy principles: IPP 1 mandates that personal information collected must be necessary 
for one or more of the functions or activities of the IPP entity.  

Part 3 and Part 3A of the School Curriculum and Standards Authority Act 1997 (SCSA Act) define its 
func�ons and powers, outlining the requirements for collec�ng personal informa�on for specific 
purposes, including but not limited to:  
• registra�on of students enrolled in the first year of the pre-compulsory or compulsory educa�on 

in Western Australia (Kindergarten to Year 12)  
• enrolment of students according to academic and calendar year into courses, including Australian 

Ter�ary Admission Rank (ATAR) and voca�onal educa�on and training (VET) units, that result in 
the Western Australian Cer�ficate of Educa�on (WACE) cer�fica�on  

• enrolment of students into the Na�onal Assessment Program – Literacy and Numeracy (NAPLAN) 
and Online Literacy and Numeracy Assessment (OLNA)  

• grading and assessment  
• collec�on of student results and achievement data  
• provision of the results of, and reports on, the assessment of student achievements to governing 

bodies, schools, students, parents and legal guardians of students  
• establishment and administra�on of exhibi�ons and awards in recogni�on of student 

achievement  
• conduc�ng and par�cipa�ng in research involving students  

https://www.legislation.wa.gov.au/legislation/statutes.nsf/law_a147470.html&view=consolidated
https://www.legislation.wa.gov.au/legislation/statutes.nsf/law_a147470.html&view=consolidated
https://www.wa.gov.au/media/155186/download?inline
https://www.legislation.wa.gov.au/legislation/statutes.nsf/main_mrtitle_233_homepage.html
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• advising the Minister of Educa�on on maters arising under the SCSA Act  
• communica�on and engagement with stakeholders.  

The Authority also gathers personal informa�on to fulfil its administra�ve and governance 
responsibili�es in order to facilitate:  
• human resource management, including recruitment, employment, and wellbeing services and 

support  
• declara�on of conflict of interest  
• work health and safety  
• financial management, including procurement management  
• complaints management  
• informa�on access requests  
• security  
• informa�on and communica�on technologies provision  
• informing policy and strategy  
• repor�ng  
• other legal obliga�ons.  

The Authority may collect personal informa�on for any other purpose for which consent has been 
specifically provided (refer to Sec�on 3).  

2.2 What personal information we collect  
The Authority collects and uses a wide range of personal informa�on to fulfil its role, responsibili�es 
and legal obliga�ons as outlined in Sec�on 2.1.  

For example, the Authority holds and maintains personal informa�on such as government-issued 
student iden�fiers assigned to students enrolled in primary and secondary educa�on in Western 
Australia. This is necessary to fulfil its statutory obliga�ons and those of the government. These 
unique student iden�fiers are essen�al for various purposes, including but not limited to student 
registra�on, course enrolment, collec�on of achievement data, access to results and cer�ficates, 
verifica�on of student eligibility, transfer of student data between jurisdic�ons, and post-school 
educa�on and training.  

For a comprehensive list of the types of personal informa�on the Authority collects and holds, refer 
to Appendix 1.  

2.3 How we collect personal information  
Relevant privacy principles: IPP 1 mandates that the IPP entity gathers personal information solely 
from the individual unless consent is given for the collection from another source, or collection is 
required or authorised by or under law, or it is unreasonable or impractical to do so. It also states 
that personal information must be collected in a fair and reasonable way, and that the purpose 
for which the information is collected, used, or disclosed must be provided.  

https://www.wa.gov.au/media/155186/download?inline
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2.4 Methods of collection  
The Authority collects personal informa�on through the following methods.  

Direct collec�on  

The Authority collects personal informa�on from individuals who use its services, sign up for them, or 
provide services. It does this directly over the phone or through writen communica�ons, whether in 
hard copy or electronic form, including emails, forms, applica�ons, surveys, and online submissions.  

Indirect collec�on  

Informa�on, including profile and ac�vity data, may be gathered from digital interac�ons between 
the individual and the Authority’s online services, such as social media pla�orms and websites. For 
informa�on on managing consent for website data collec�on, refer to the Authority’s Website Privacy 
Statement.  

Third-party collec�on  

If collec�ng personal informa�on from an individual is unreasonable, imprac�cal, or required or 
authorised by or under law, the Authority may obtain informa�on from other sources, such as 
government bodies, educa�onal ins�tu�ons and associa�ons, healthcare providers, and parents or 
legal guardians of minors under sixteen (16) to fulfil its statutory func�ons (refer to IPP 1 of the 
PRIS Act).  

Automated processes  

The Authority may collect personal informa�on by automated processes when an individual engages 
with a process or system, for example:  
• audio or visual recordings made for assessment, teaching and training purposes  
• surveillance, such as monitoring with CCTV footage that captures images and videos of 

individuals  
• logs of physical access to the Authority’s premises using the registra�on system and security 

passes  
• logs of ac�vi�es on the Authority’s network, devices, informa�on systems and databases.  

Unsolicited collec�on  

The Authority might collect personal informa�on without a prior request or direct consent, in the 
following situa�ons:  
• the collec�on of informa�on is required or authorised by or under law, e.g. the Authority may 

receive personal informa�on under an Order to Produce  
• unsolicited informa�on from third par�es, e.g. ministerial correspondence, community pe��ons  
• emergency medical situa�ons, e.g. collec�ng health informa�on from family members.  

https://www.scsa.wa.edu.au/privacy
https://www.scsa.wa.edu.au/privacy
https://www.wa.gov.au/media/155186/download?inline
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2.5 Privacy collection notices  
When collec�ng personal informa�on directly from an individual or indirectly about an individual, the 
Authority will take reasonable steps to provide a privacy collec�on no�ce either before, at the �me 
of, or as soon as prac�cable a�er collec�ng the informa�on. This no�ce should include the following 
details:  
• the iden�ty of the IPP en�ty and how to contact it  
• the purposes for collec�ng personal informa�on and how it will be used  
• how and with whom the informa�on will be shared  
• any law that permits the collec�on of personal informa�on  
• the main consequence (if any) if all or part of the informa�on is not provided  
• how the individual can access the personal informa�on that has been collected (refer to 

Sec�on 9).  

The Authority makes all reasonable efforts to ensure that the personal informa�on it collects, uses, or 
discloses is accurate, complete and relevant.  

For more informa�on, refer to the Authority’s Privacy Collection Notice Procedures.  

3. Use and disclosure  
This sec�on explains how the Authority uses and discloses personal informa�on.  

3.1 Use and disclosure of personal information 
Relevant privacy principles: IPP 2 requires that an IPP en�ty ensure that personal informa�on 
collected is used and disclosed solely for a specific purpose (the primary purpose) and not used or 
disclosed for any other purpose unless an exemp�on listed in IPP 2.1 applies.  

Personal informa�on collected by the Authority is used and disclosed for the primary purpose it is 
collected.  

The SCSA Act, par�cularly Part 3A, permits the Authority to disclose student informa�on it collects 
and manages, to:  
• a student, parent, or authorised person, who can request and receive a copy of the student’s 

record, including assessment records, upon payment of a prescribed fee  
• contracted service providers to ensure accuracy of student informa�on  
• the Minister for Educa�on, who may collect and share informa�on in accordance with the School 

Education Act 1999, including in aggregated form. This informa�on is used for enforcement 
purposes under the School Education Act, such as monitoring, inves�ga�ng, and ensuring 
compliance. Addi�onally, the Minister for Educa�on can share this informa�on with authorised 
individuals or organisa�ons as necessary for these purposes 

• specific en��es in aggregated form, such as the Execu�ve Director of Catholic Educa�on Western 
Australia and the Execu�ve Director of Associa�on of Independent Schools of Western Australia 
(Inc.), at prescribed �mes 

• research en��es, subject to the Authority’s Ethics Review Commitee’s (ERC’s) recommenda�ons 
and the Board’s approval, for the purpose of, or in connec�on with, research involving students. 

https://www.wa.gov.au/media/155186/download?inline
https://www.legislation.wa.gov.au/legislation/statutes.nsf/main_mrtitle_878_homepage.html
https://www.legislation.wa.gov.au/legislation/statutes.nsf/main_mrtitle_878_homepage.html
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For details on what informa�on may be disclosed as part of the research applica�on, refer to the 
Authority’s Research Governance Policy and Policy Principles.  

The Authority may also disclose personal informa�on for a related secondary purpose where one of 
the following applies, as outlined in IPP 2.1 of the PRIS Act:  
• it is reasonable for it to be expected in line with the primary purpose  
• with the consent of an individual or authorised representa�ve/s, e.g. transfer of student records 

interstate upon receiving a no�ce of transfer with parental or guardian consent (regulated by the 
Interstate Student Data Transfer Note (ISDTN) and Protocol)  

• when the Authority reasonably believes it is necessary to prevent or lessen a serious threat to the 
life, health, safety or welfare of any individual, public health, public safety or public welfare or a 
threat to any individual due to family violence  

• when required or authorised by or under legisla�on or court/tribunal order, e.g. the Freedom of 
Information Act 1992 (FOI Act) or the Criminal Investigation Act 2006   

• to inves�gate or report suspected unlawful ac�vity, or when reasonably necessary for a specified 
law enforcement purpose, including the preven�on or inves�ga�on of a criminal offence or 
seriously improper conduct, by or on behalf of a law enforcement agency  

• as de-iden�fied informa�on for research or sta�s�cs purposes, or to inform the agency’s policy 
and strategy  

• to establish or respond to a legal claim.  

3.2 Disclosure outside Australia  
Relevant privacy principles: IPP 9 states that disclosing personal informa�on rela�ng to an 
individual to a person (other than the individual) outside Australia is not permited unless certain 
exemp�ons apply. IPP 9 also mandates that personal informa�on disclosed outside Australia must 
be protected from misuse, loss, or unauthorised re-iden�fica�on, access, modifica�on, or 
disclosure.  

The IPP 9.1 of the PRIS Act outlines the condi�ons under which informa�on can be disclosed outside 
Australia. Specifically, the Authority is permited to share personal informa�on about overseas 
students with educa�onal ins�tu�ons outside Australia that offer the Western Australian Curriculum 
in which these students are registered. This disclosure is necessary to fulfil the Authority’s legal and 
contractual obliga�ons. Addi�onally, the Authority adheres to the requirements of IPP 9.2 and 
implements appropriate data protec�on measures to ensure that this informa�on is safeguarded 
against misuse, loss, and unauthorised access.  

3.3 Direct marketing  
The Authority does not use or disclose personal informa�on for direct marke�ng purposes unless it 
has obtained the required consent as per IPP 2. The Authority takes reasonable steps to respond to 
requests to opt out of receiving direct marke�ng communica�ons and to disclose the source of the 
informa�on. These requests will be handled within a reasonable �meframe, and confirma�on will be 
provided once the request has been completed.  

https://www.scsa.wa.edu.au/__data/assets/pdf_file/0011/1050977/Research_Governance_Policy_and_Policy_Principles_for_Research_Governance.pdf
https://www.wa.gov.au/media/155186/download?inline
https://www.education.gov.au/transferring-student-data-interstate
https://www.legislation.wa.gov.au/legislation/statutes.nsf/main_mrtitle_353_homepage.html
https://www.legislation.wa.gov.au/legislation/statutes.nsf/main_mrtitle_353_homepage.html
https://www.legislation.wa.gov.au/legislation/statutes.nsf/main_mrtitle_225_homepage.html
https://www.wa.gov.au/media/155186/download?inline
https://www.wa.gov.au/media/155186/download?inline
https://www.wa.gov.au/media/155186/download?inline
https://www.wa.gov.au/media/155186/download?inline
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3.4 Automated decision-making  
Relevant privacy principles: IPP 10 states that an IPP en�ty that employs an automated 
decision-making process involving the use of personal informa�on to make a significant decision 
about an individual must conduct a privacy impact assessment and periodically evaluate the 
effec�veness of that process. It also states that the individual must be no�fied that an automated 
decision-making process was employed, and be provided a process by which the individual can 
request human interven�on in rela�on to the decision.  

When the Authority employs any automated decision-making process involving personal informa�on 
when significant decisions about individuals are made, the Authority will make an assessment 
evaluate privacy risks related to the use and handling of personal informa�on. This assessment may 
be a privacy impact assessment (PIA). The Authority will also inform affected individuals that the 
decision was automated and, if requested, provide details on how the automated decision was made. 
Furthermore, when the Authority no�fies individuals that a decision about them was made by an 
automated process, it will provide instruc�ons on how to request a human review of that decision, 
should they request this.  

4. Storage and protection  
Relevant privacy principles: IPP 4 requires that an IPP en�ty takes reasonable steps to protect the 
personal informa�on it holds from misuse, loss, unauthorised access, modifica�on, or disclosure. 
Personal informa�on that is no longer needed for any purpose, unless the IPP en�ty is expressly 
required or authorised to retain the informa�on by or under another law, must be destroyed or 
permanently de-iden�fied.  

The Authority takes all reasonable steps to protect personal informa�on from misuse, loss, 
unauthorised access, modifica�on, and disclosure in accordance with the departmental Cybersecurity 
Policy, which aligns with the Australian Cyber Security Centre (ACSC) Essential Eight requirements and 
other privacy laws.  

One of the measures the Authority employs to protect personal informa�on and to minimise privacy 
risks is the de-iden�fica�on of data used for research, repor�ng, and sta�s�cal purposes. The 
Authority makes every effort to comply with IPP 11 of the PRIS Act, ensuring that de-iden�fied 
informa�on cannot be re-iden�fied, accessed, modified, or disclosed unless authorised by or under 
law. This involves establishing internal procedures for de-iden�fying data and following the internal 
decision-making and approval processes for releasing informa�on.  

The management of electronic and physical records, including their access, storage, and disposal, is 
consistent with the Authority’s Recordkeeping Plan (RKP) and Records Management Policy and 
Procedures and aligned with the State Records Act 2000 (SRO Act) and the State Records Principles 
and Standards 2002.  

https://www.wa.gov.au/media/155186/download?inline
https://www.wa.gov.au/media/155186/download?inline
https://www.education.wa.edu.au/web/policies/-/cyber-security-policy?p_l_back_url=%2Fweb%2Fpolicies%2Fsearch%3Fq%3DCybersecurity%2BPolicy
https://www.education.wa.edu.au/web/policies/-/cyber-security-policy?p_l_back_url=%2Fweb%2Fpolicies%2Fsearch%3Fq%3DCybersecurity%2BPolicy
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/essential-eight
https://www.wa.gov.au/media/155186/download?inline
http://intranetscsa/PoliciesProceduresGuidelines/SitePages/Records%20and%20Information%20Management.aspx
http://intranetscsa/PoliciesProceduresGuidelines/SitePages/Records%20and%20Information%20Management.aspx
http://intranetscsa/PoliciesProceduresGuidelines/SitePages/Records%20and%20Information%20Management.aspx
https://www.legislation.wa.gov.au/legislation/statutes.nsf/main_mrtitle_924_homepage.html
https://www.legislation.wa.gov.au/legislation/prod/filestore.nsf/FileURL/mrdoc_29289.pdf/$FILE/State%20Records%20Principles%20and%20Standards%202002%20-%20%5B00-b0-02%5D.pdf?OpenElement
https://www.legislation.wa.gov.au/legislation/prod/filestore.nsf/FileURL/mrdoc_29289.pdf/$FILE/State%20Records%20Principles%20and%20Standards%202002%20-%20%5B00-b0-02%5D.pdf?OpenElement
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5. Access to and correction of personal information  
Relevant privacy principles: IPP 6 mandates that an IPP en�ty must provide an individual with 
access to their personal informa�on upon request, provided that doing so does not pose a risk to 
anyone’s safety or any other reasons detailed in IPP 6.1 of the PRIS Act.  

A person or their authorised representa�ve/s can access their personal informa�on held by the 
Authority by submi�ng a writen request. This can be done informally or through a Freedom of 
Informa�on (FOI) request under the Freedom of Information Act 1992 (FOI Act) and in compliance 
with IPP 6 and Division 4 of the PRIS Act. The FOI request must specify which records the applicant 
wants to view and include a valid Australian address for the response. Addi�onally, the individual may 
request correc�ons to any informa�on about themselves that is incomplete, incorrect, or misleading.  

For instruc�ons on how to submit an FOI request for access to, or correc�on of, personal informa�on, 
see Sec�on 9.  

6. Information breach  
Relevant privacy provisions: Division 6, s. 57 of the PRIS Act states that a no�fiable informa�on 
breach occurs when there is unauthorised access to, disclosure of, or loss of personal informa�on 
held by an IPP en�ty, which is likely to result in serious harm to any individual to whom the 
informa�on relates.  

If an informa�on breach is suspected or known to have occurred, the Authority’s Information Breach 
Policy takes effect. This policy has been developed to meet the requirements of the mandatory 
informa�on breach no�fica�on scheme under Division 6 of the PRIS Act.  

Breaches related to research data are managed in accordance with the Authority’s Research 
Governance Policy and Policy Principles.  

Cybersecurity incidents are managed in accordance with the departmental Cybersecurity Policy.  

7. Offences under the privacy law 
The risks of noncompliance with the PRIS Act provisions are substan�al and may nega�vely impact 
the Authority’s reputa�on, poten�ally resul�ng in penal�es. These may include, but are not limited 
to:  
• fines of up to $60,000 issued to the IPP en�ty for not complying with the Informa�on 

Commissioner of Western Australia’s compliance no�ces  
• compensa�on orders of up to $75,000 for an eligible privacy complaint lodged by the affected 

individuals  
• poten�al imprisonment of up to three years for individuals who breach PRIS Act obliga�ons.  

8. Communication and awareness  
The Authority provides informa�on to individuals in the following ways:  
• by making the Policy and the Policy Principles accessible on the Authority website  
• through privacy collec�on no�ces and consent forms, as outlined in Sec�on 2.  

https://www.wa.gov.au/media/155186/download?inline
https://www.legislation.wa.gov.au/legislation/statutes.nsf/main_mrtitle_353_homepage.html
https://www.legislation.wa.gov.au/legislation/statutes.nsf/law_a147470.html&view=consolidated
https://www.legislation.wa.gov.au/legislation/statutes.nsf/law_a147470.html&view=consolidated
https://www.legislation.wa.gov.au/legislation/statutes.nsf/law_a147470.html&view=consolidated
https://www.scsa.wa.edu.au/__data/assets/pdf_file/0011/1050977/Research_Governance_Policy_and_Policy_Principles_for_Research_Governance.pdf
https://www.scsa.wa.edu.au/__data/assets/pdf_file/0011/1050977/Research_Governance_Policy_and_Policy_Principles_for_Research_Governance.pdf
https://www.education.wa.edu.au/web/policies/-/cyber-security-policy?p_l_back_url=%2Fweb%2Fpolicies%2Fsearch%3Fq%3DCybersecurity%2BPolicy
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To assist staff with privacy-related maters, the Authority:  
• publishes privacy-related policies, procedures, and guidance on the Authority’s intranet  
• conducts privacy induc�on programs  
• offers online privacy training  
• provides guidance and support from the Authority’s Informa�on Governance team when specific 

privacy requirements need to be addressed.  

9. Contacts  
The Authority respects individuals’ rights to remain anonymous or use a pseudonym when engaging 
with us, provided it is lawful and prac�cal to do so.  

Access and amendment of personal informa�on  

To lodge an FOI request for access to, or correc�on of, personal informa�on, individuals should refer 
to the Authority’s Public Information Statement available on the Authority website. The FOI request 
or enquiries are directed to FOI@scsa.wa.edu.au.  

Inquiries 

Privacy inquiries regarding the Authority’s management of personal informa�on should be directed 
to the Authority’s Informa�on Governance team at privacy@scsa.wa.edu.au.  

Complaints  

Individuals can submit a privacy complaint to the Authority at privacy@scsa.wa.edu.au. The Authority 
handles complaints according to the departmental Complaints and Notifications Policy. Individuals 
can also file a complaint directly with the Office of the Informa�on Commissioner of WA (OIC WA) for 
a viola�on of the PRIS Act via info@oic.wa.gov.au.  

Addi�onal informa�on about privacy is available on the OIC WA's website. 

https://www.scsa.wa.edu.au/__data/assets/pdf_file/0009/68724/SCSA-Information-Statement-March-2023-FINAL-updated-on-26-July-2023.pdf
mailto:FOI@scsa.wa.edu.au
mailto:privacy@scsa.wa.edu.au
mailto:privacy@scsa.wa.edu.au
https://www.education.wa.edu.au/web/policies/-/complaints-and-notifications-framework
mailto:info@oic.wa.gov.au
https://www.wa.gov.au/organisation/office-of-the-information-commissioner/about-the-office-of-the-information-commissioner#:%7E:text=Privacy%20functions,(a)%20(e).
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10. Appendix 1 Examples of personal informa�on collected and managed by the 
Authority  

Categories  Types of personal informa�on collected may include, but are not limited to: 

Students  • Student details: photograph, contact details, address, date of birth, place of birth, unique student iden�fier, language 
spoken, previous educa�on, subjects, courses, qualifica�ons atained, fee payment, visa and immigra�on status.  

• Sensi�ve personal informa�on rela�ng to ethnicity, Indigenous status, and gender iden�ty.  
• Student permission forms, e.g. to use their schoolwork, and examina�on responses (writen and prac�cal), to create 

educa�onal resources and for media communica�ons to publish details of the award winners.  
• Special considera�on requests, which may include health informa�on if relevant, e.g. aquitable access adjustments 
• Leave of absence for examina�ons and tes�ng.  
• Assessment and examina�on records, including marks, progress reports, comments, final grades and cer�fica�on.  
• Gradua�on records, including receipt of prizes, awards, and scholarships.  
• Reports of hazards and incidents during the examina�ons and tes�ng periods, which may include health informa�on.  
• Complaints, misconduct, and appeals, and resul�ng outcomes, including any inves�ga�ons. This may involve health 

informa�on or sensi�ve personal details, as applicable.  
• Comple�on of mandatory or op�onal training.  
• Health informa�on related to disabili�es and/or accessibility needs, medical history in some cases, e.g. evidence of 

vaccina�ons, where relevant. Health informa�on may also be relevant to special considera�ons, leave of absence or 
withdrawal requests.  

Parents/guardians  • Parents/guardians details: contact details, address, date of birth, place of birth, language spoken, completed educa�on, 
parental consent.  

Teaching and learning  • Comments and personal details provided in survey responses.  
• Assessments and coursework of students and/or created by teachers.  



 

Privacy Policy Principles 10 

Categories  Types of personal informa�on collected may include, but are not limited to: 

Research  • Research management-related records such as Ethics Review Commitee minutes, par�cipant consent and informa�on 
forms, intellectual property agreements and licences, and grant applica�ons, if applicable.  

• Data collected and disclosed as part of approved research ac�vi�es, which may include personal informa�on, sensi�ve 
personal informa�on or health informa�on, depending on the research.  

Staff  • Recruitment informa�on rela�ng to poten�al candidates, as well as applicants, including contact details, applica�ons, CVs, 
candidate databases (which may include salary informa�on), previous employment details, referee reports, skills 
assessments, psychometric and personality profiles, interview records, working with children checks, criminal background 
checks, and qualifica�on checks for academic creden�als.  

• Eligibility to work in Australia checks, including visa informa�on and informa�on collected in rela�on to sponsored visas.  
• Staff details: date of birth, photograph, unique employee iden�fier, contact details, address, emergency contact details, tax 

declara�ons, banking details, contracts of employment, previous employment details, salary details, superannua�on 
informa�on, training undertaken and results, if applicable, changes in the contract, including work arrangements, ac�ng 
roles, promo�ons, including applica�ons, CVs, qualifica�ons, referee reports, references, code of conduct and conflicts of 
interest.  

• Sensi�ve personal informa�on rela�ng to ethnicity, Indigenous status, gender iden�ty or trade union membership, if 
applicable.  

• Leave requests, approvals and related documents. This may include health informa�on for some types of leave, such as 
personal leave.  

• Work planning and performance reviews, including comprehensive assessment reports, proba�on plans and performance 
management.  

• Reports of hazards and incidents, which may include health informa�on.  
• Grievances, complaints and misconduct, appeals and resul�ng outcomes, including any inves�ga�on. This may include 

health informa�on or sensi�ve personal informa�on, as applicable.  
• Personal informa�on relevant to warrants, court orders, subpoenas, contracts or other legal maters.  
• Comple�on of mandatory or op�onal training.  



 

Privacy Policy Principles 11 

Categories  Types of personal informa�on collected may include, but are not limited to: 

• Health informa�on rela�ng to workers’ compensa�on, accidents and injury-related informa�on, medical cer�ficates, health 
reports and ques�onnaires.  

• Resigna�ons or re�rements, or other forms of separa�on, including exit interviews.  
• Personal details of nominated, appointed and elected commitee members.  
• Medical records, including personal details, confiden�al health informa�on or sensi�ve personal informa�on required for 

the provision of services, such as health or counselling services.  
• Wellbeing services and support, e.g. the Employee Assistance Program (EAP) or health case management.  

Community and industry 
engagement and 
partnership 

• Philanthropy ac�vi�es, including history, dates, and contact details.  
• Gi� acceptance details, e.g. donor details.  
• Names and contact details of prospec�ve partners, e.g. overseas associates.  
• Names and contact details of volunteers.  
• Event management, including atendee informa�on, such as contact details, �tles, posi�on details, dietary and access 

requirements. This may include relevant health informa�on of the event atendees.  
• Community surveys and consulta�ons regarding the Authority’s ac�vi�es.  

Administra�ve ac�vi�es  • Financial details, such as creditors, debtors and bank account details.  
• Declara�ons of conflicts of interest.  
• Protected disclosures.  
• Informa�on access requests, such as under the FOI Act or other privacy laws.   
• Access logs and audit trails of staff ac�vity using informa�on systems, technologies, and physical loca�ons.  
• Administra�ve records dealing with governance, finance, property, building security, and procurement.  
• Informa�on and communica�on technologies records, such as email and other account informa�on, websites and cookies.  

Source: Adopted from University of Technology Sydney. (2021). UTS Privacy Management Plan. University of Technology Sydney, Sydney. 
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